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Robotics!

I Introduction

• Robotic systems are evolving from manually 
engineered, modular pipelines towards end-
to-end learned policies that integrates 
perception, language understanding, and 
control. 
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OpenVLA-7B (2024) RT-2 (2023) Pi-0 (2024)

From left to right: generalist robots developed by NVIDIA, 

Figure AI, Boston Dynamics



VLA Models

I Introduction

• Vision-Language-Action (VLA) models 
integrate visual perception, natural language 
understanding, and action generation into a 
unified policy that enables robots to interpret 
instructions and act in real-world 
environments.

OpenVLA-7B (2024) RT-2 (2023) Pi-0 (2024)
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Security Risk of VLA

Adversarial 

Perturbation

Instruction:

“Open the middle 

drawer” 

I Introduction

• Complicated VLA structure opens new front 
for attack

• Security risk of VLA to be studied in order to 
prepare for wider application 

• This study aims to develop a method to 
attack an VLA model to incentivize greater 
security awareness 
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Adversarial Attacks

An adversarial attack is a malicious technique that intentionally manipulates 
machine learning models by feeding them deceptive data, called 
"adversarial examples," to cause an incorrect or unintended outcome.



II Literature Review
Adversarial Attack in Image Classifiers, LLMs, VLAs
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Adversarial Attacks

Adversarial Attacks are first introduced to target DNN classifier output 

• First proposed by Szegedy, et al.(2013), adversarial examples are small, often imperceptible 
perturbations applied to input images causing Classifiers to produce wrong result

• Goodfellow et al. proposed Fast Gradient Sign Method that formalize the gradient-based 
adversarial attack method

II Literature Review
Goodfellow et al. Fast Gradient Sign Method (FGSM)
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Adversarial Attacks on Vision Models 

Since then, many optimization attacks and iterative methods were developed, along with 
many defense attempts.

• Attack domain expanded from digital to physical, causing real-world impact 

II Literature Review

Hu et al.

Huang et al.
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Wang et al. “A survey on physical adversarial attack in computer vision”, 2023.
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Wang et al. “A survey on physical adversarial attack in computer vision”, 2023.

Patch-based Attack

Optical Based Attack



Adversarial Attacks on Language Models

• Before LLMs, work on “text adversarial examples” mostly focused on classification models (NLPs) 
using synonym substitutions, word swaps, paraphrasing, etc

• Language tokens are discrete – hard to perturb with gradient based attack

When LLM emerges, so does the adversarial attack against them.

• As GPT style models became popular, it is discovered that: 

• (1) prompt wording hugely affects model behavior 

• (2) simple “jailbreak-like” prompts could bypass content filters.

• Researchers begin to formalize attacks as optimization and search over prompts.

II Literature Review
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Adversarial Attacks on LLM

• ChatGPT brought Rule-based + RLHF safety concern into the picture 

Security Risk in LLM received wide-spread attention

• Refusal on disallowed content categories such as criminal advice is one important safety mitigation 
built into GPT-4 (OpenAI 2023). 

II Literature Review

Adversarial triggers by Zou et al. (2023)

Jailbreak Prompt by Shen et al (2024)
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Attacks on Multimodal Agents

Recent adversarial studies, although still very 
new and sparse, has put focus on VLA models

• Exploring the Adversarial Vulnerabilities of 
Vision-Language-Action Models in Robotics  
(2025) introduces patch-based attack for VLA 
models 

• BadVLA: Towards Backdoor Attacks on 
Vision-Language-Action Models via 
Objective-Decoupled Optimization (2025) 
introduces injection attack for VLA models 

II Literature Review

Injection Attack

AdversarialOriginal

Adversaria patch Attack
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Attacks on Multimodal Agents

Both attacks are promising but they have 
critical drawbacks.

• (1) Patch attacks are easily detected

• (2) Injection attack produce an altered model 
as output, limited use case 

WE NEED A BETTER ATTACK 
METHOD!

• => Stealthy Adversarial Attack (SAA) for 
Vision-Language-Action Model

II Literature Review

Injection Attack

AdversarialOriginal

Adversaria patch Attack
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SAA: Stealthy Adversarial Attack for VLA Models

This work propose an adversarial attack method targeting Vision-
Language-Action Models that is both hidden and effective in generating 
malicious robotic actions.



III Methodology
SAA Threat Model, Preliminaries, Problem Formulation
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Threat Model

Attacker goal:

• Manipulate robot’s action output to produce unsafe trajectories while keeping the operation 
hidden and hard to detect 

Attacker knowledge: 

• White box setting: Targeting open-source models

• After model deployment: No access to the language instruction channel, network architecture, or 
policy parameters

Attacker capability:

• Generate a universal perturbation layer that can be applied to the vision inputthat is characterized 
by stealth (hard to diagnose), universality (effective across diverse inputs and tasks), and 
physical consequences (affecting real robot motion)

III Methodology
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Preliminaries

VLA Models:

• ℱ𝜃: 𝒱 × ℒ → 𝒜,

• 𝑦 = argmaxℱ 𝑥 ,

• 𝐴 = Δ𝑃𝑥, Δ𝑃𝑦 , Δ𝑃𝑧, Δ𝑅𝑥, Δ𝑅𝑦 , Δ𝑅𝑧, 𝐺 ,

Universal Perturbation Layer (UPL),  𝜹

• ො𝑣 = 𝒰 𝑣 = 𝑐𝑙𝑖𝑝 𝑣 + 𝛿, 0,1 ,

• 𝛿 ∈ 𝑅𝐻×𝑊×𝐶

III Methodology

Translational 

displacements

rotational 

displacements

Gripper 

states
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Stealthy Adversarial Attack Formulation

• Since our goal is to deviate robot action from ground truth as much as possible, an attack is 
considered successful when the perturbed output deviates sufficiently from the nominal action:

|𝑓𝜃 𝑣 + 𝛿, 𝑙 − 𝑦𝑡𝑟𝑢𝑒
𝐼 |2 ≥ 𝜏, 𝒟 𝑣, 𝑣 + 𝛿 ≤ 𝜀,

III Methodology
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Overall SAA framework
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𝑓𝜃:𝒳 → 𝒜

Unlock thousands of free Genetics icons with BioRender. Sign up free

Robot Input Action Prediction

Instruction
“Pick up the black bowl 

from table center and 

place on red plate”

Benign 

Vision-
Language-

Action Model 
𝟊𝜽

Action Decoder
𝐀 =

Δ𝑃𝑥 , Δ𝑃𝑦, . . . , Δ𝑅𝑧, 𝐺

III Methodology
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Robot Input Action Prediction
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|𝑓𝜃 𝑣 + 𝛿, 𝑙 − 𝑦𝑡𝑟𝑢𝑒
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• We measure and amplify deviations in the model's predicted actions with method inspired by the 
Untargeted Action Discrepancy formulation introduced by Wang et al. [1] 

• the attack objective encourages the outputs to move towards the most distant endpoints from 
ground truth value at one or all DoF

• Select the target: 

• Make discrete result continuous:   

•

• (In practice, targeting the first 6 DoF are more effective than targeting the gripper) 

…

The Action Discrepancy Objective

III Methodology
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The Stealthiness Objective

• To ensure that the perturbation remains visually imperceptible, we regularize the deviation between 
the perturbed frame and the original camera frame 

• Final Stealthiness Loss is a weighted sum of 3 considerations:  

•

•

1. The pixel difference between the optimized UPL 𝛿 and initial 𝛿0

2. The pixel difference between the perturbed frame ො𝑣 and original camera frame 𝑣

3. The color fidelity difference in CIELab Color Space [2]

III Methodology
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The Evaluation Metric

• Evaluation of Success Rate(SR) or Failure Rate(FR)  requires running multiple complete task cycle 
and only captures the end result

• Other than checking whether a task succeeds, the Normalized Action Discrepancy metric evaluates 
how far the predicted control deviates from the ground-truth command throughout execution.

• NAD =
1

I
σi=1
I dapplied

i

dmax
i

III Methodology
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IV Experiments
Implementation details, Results and Analysis
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Algorithm Implementation Details

• With the loss terms defined, an 
alternative objective optimization loop is 
implemented

• When the action discrepancy falls below 
a target confidence threshold 𝑝𝑡ℎ𝑟, we 
prioritize maximizing the adversarial loss

• When the perturbation magnitude 
exceeds the perceptual threshold dthr, 
we prioritize minimizing the stealthiness 
loss

• The training produce an optimized UPL 
𝛿 that can be plug-and-played to 
generate harmful results in VLA tasks 

IV Experiments

29



Experiment Setup 

Victim Model: 

• Four variants of finetuned OpenVLA [3] on LIBERO suite is selected for its opensource nature 
and representative characteristic: LIBERO-Spatial, LIBERO-Object, LIBERO-Goal, LIBERO-Long

Environment Setup: 

• We used the dataset for the four LIBERO variants that provides vision input and prompt, and the 
ground truth labels. 

IV Experiments

30

LIBERO(2023) is a benchmark suite that evaluates how well robot learning models can 

generalize across diverse household tasks using multimodal instructions.



Experiment Setup 

Victim Model: 

• Four variants of finetuned OpenVLA [3] on LIBERO suite is selected for its opensource nature 
and representative characteristic

• LIBERO-Spatial, LIBERO-Object, LIBERO-Goal, LIBERO-Long

Environment Setup: 

• We used the dataset for the four LIBERO variants that provides vision input and prompt, and the 
ground truth labels. 

Evaluation Details:

• At every 500 steps, we evaluate NAD for 10 frames from the validation set *

• Each suite contains 10 distinct manipulation tasks, and we perform 10 rollout episodes per task, 
amounting to a total of 100 evaluation episodes per model. 

IV Experiments

* evaluation frequency and batch size selected from trial and error 31



Results

• UPL managed to achieve perceptual stealth

• NAD value consistently raised to 10% to 20% across targeted DoFs

• When the UPL is applied, task Success Rate decrease across all four OpenVLA variants

• On average, task success rates decrease by > 20%

IV Experiments

幻灯片  40

Demo on Libero-Spatial

幻灯片  41

Demo Collage Video
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Analysis of Results

• Although the UPL consistently increases NAD across all suites, the corresponding decrease in 
Success Rate is relatively limited in the lower-complexity Spatial tasks, but becomes more 
pronounced in the object, goal and long suites

• the overlay reliably perturbs the underlying action distribution as reflected by higher NAD, but the 
manifestation of these perturbations into task-level failure is strongly correlated with task temporal 
depth, scene and compositional complexity. 

IV Experiments
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Comparison with other Attack Methods

Compared with patch-based and injection attacks, SAA exhibits lower immediate task 
disruption

• Discrepancies in robot motion per step is moderate compared to the other methods

• Still, our result has shown that consistent and moderate discrepancies introduced in robot motion 
has significant impact on the overall task success rate 

The UPL form of perturbation has wider application due to its invisibility characteristic

• Harder to spot (i.e. more resilient against defense mechanism) compared to the patches

• More portable compared to poisoned model 

• SAA is a realistic demonstration of an attacker’s constraints and goals, and remains a valuable 
asset in a cyber attacker’s toolkit. 

IV Experiments
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Conclusion

• This thesis presented the Stealthy Adversarial Attack (SAA) framework for VLA models, introducing 
a new class of universal, input-independent perturbations capable of persistently degrading robotic 
control performance under strict perceptual constraints. 

• SAA establishes both a conceptual foundation and an empirical baseline for future studies aimed at 
securing multimodal robotic intelligence.

• A GATEWAY TO MANY MORE

Future Work 

• Improvements on SAA attack strategy by introducing targeted bursts in perturbation 

• Extending the proposed framework to real-world environment, such as projector-based attacks

• Development of VLA-specific defense mechanisms for adversarial attacks

V Conclusion
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UPL is applied to the LIBERO Spatial Suite, showing task failure due to discrepancy in action * 
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Universal Perturbation 
Layer 𝛿: 

Pick up the in black bowl between the plate and ramekin 

* This UPL is trained with d_thr = 15 and p_thr = 0.3 40
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Video Demonstration Collage
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